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Definition

Consent: A knowing, voluntary, clear, and specific,
expression of consent, whether oral or written, from the
Data Subject signifying agreement to the processing of
their Personal Data

Child: Any person under 18 years of age.

Data Controller: Any entity, or any natural or legal
person, that collects Personal Data from a Data Subject
and carries out processing of that Personal Data, directly
or indirectly, through a processor, pursuant to a legal
basis.

Data Processor: Any independent governmental or
public entity, or any natural or legal person, which
engages in the processing of Personal Data, on behalf of
a Data Controller pursuant to a legal basis.

Data Protection Impact Assessments (DPIA): A process
to systematically analyze, identify and minimize the data
protection risks of a process or project.

Data Subject / Personal Data Owner: An individual to
whom the Personal Data belongs, his representative, or
whoever has legal guardianship over the Data Subject
Data Subject Rights: Any request received by SALAMA
from a Data Subject or other individual or legal entity
who wishes to receive a copy of all the Personal Data
related to it or the Data Subject the firm is processing
about them.

Disclosure of Personal Data: Enabling any person -
other than the Controller or the Processor, as the case
may be - to access, collect or use personal data by any
means and for any purpose.

Guardian: Any person who is has been given the legal
responsibility to care for a child or an adult who does
not have the capacity for self-care or property

Implied Consent: Consent of the Data Subject that is
understood from their actions, certain events, or
circumstances.

Partner: An external organization with which SALAMA
conducts business and is also authorized to, under the
direct authority of SALAMA Process the Personal Data of
SALAMA Data Subjects, Employees, Suppliers, Service
Providers and Contractors etc.

Personal Data Breach: Disclosure, acquisition, or access
to Personal Data in unauthorized form or in absence of
a legal basis, whether intentionally or unintentionally
Personal Data Destruction: Any action that leads to
removal of Personal Data, rendering it impossible to
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view such Personal Data or retrieve it by any means,
whether digital or physical

Personal Data Processing: Processing of Personal Data
by any means, whether manual or automated
processing (digitally and non-digitally), including
collection, transfer, recording, storage, data-sharing,
destruction, analysis, extraction of their patterns,
conclusion, and interconnection

Personal Data: Any data, regardless of its source or
form, that may lead to identifying an individual
specifically, or that may directly or indirectly make it
possible to identify an individual, including name,
personal identification number, addresses, contact
numbers, license numbers, records, personal assets,
bank and credit card numbers, photos and videos of an
individual, and any other data of personal nature.
Credit Data: Any Personal Data related to an individual's
request for, or obtaining of, financing from a financing
entity, whether for a personal or family purpose,
including any data relating to that individual’s ability to
obtain and repay debts, and the credit history of that
person.

Health Data: Any Personal Data related to an
individual's health condition, whether their physical,
mental or psychological conditions, or related to Health
Services received by that individual.

Sensitive Data: Personal Data revealing racial or ethnic
origin, or religious, intellectual or political belief, data
relating to security criminal convictions and offenses,
biometric or Genetic Data for the purpose of identifying
the person, Health Data, and data that indicates that
one or both individual’s parents are unknown.

Privacy Assessments: A privacy assessment is a process
for identifying and assessing privacy risks throughout
the Personal Data life cycle of a program or system or
applications.

Process Owners: A process owner is the person/
department solely responsible for owning a process.
They are accountable for designing an effective and
efficient process, using the right people and financial
and technical resources to run the process, and
delivering quality outcomes as required within SALAMA.
Implicit Consent: Consent that is not given Explicitly by
the Data Subject or the authorized person but given
implicitly through the person’s actions and the facts and
circumstances of the situation.
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Explicit Consent: Direct and explicit consent given by
the Data Subject in any form that clearly indicates the
Data Subject's acceptance of the Processing of their
Personal Data in a manner that cannot be interpreted
otherwise, and whose obtention can be proven.
Transfer: Transferring Personal Data from one location
to another in order to process it through some
communication methods (including internal and
external transfer in SALAMA, KSA)

Third party: A third party is an individual or any business
entity that has a relationship with SALAMA to provide
products or services directly to SALAMA or its customers
on behalf of SALAMA. Third party is an acceptable
umbrella term for a vendor, supplier, provider, broker
etc.
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1. Introduction

Salama Cooperative Insurance Company “SALAMA” is
committed to protecting the Personal Data of its
customers, employees, engaged third parties etc.,
while conducting its business in accordance with
applicable Data Protection laws and regulations and in
line with the highest standards of ethical conduct. This
policy sets forth the expected behaviors of SALAMA
employees and Third Parties in relation to the
collection, usage, retention, transfer, disclosure,
destruction, and breach of any Personal Data
processed by SALAMA on behalf of an individual (i.e.,
the Data Subject).

Any breach of this policy will be taken seriously and
may result in disciplinary action in accordance with
SALAMA policies and procedures.

2. Purpose & Scope

2.1. Purpose

The purpose of this policy is to establish the essential
principles and guidelines for the processing of
Personal Data. It also indicates the key roles and
responsibilities of business departments and
employees while processing Personal Data to comply
with Kingdom of Saudi Arabia laws and regulations

related to Data Privacy and Personal Data Protection.

2.2. Policy Scope and Applicability

This policy applies to all processing of Personal Data in
electronic form (including electronic mail and
documents created with word processing software) or
where it is held in manual files, hard copy that are
structured in a way that allows access to information

about individuals.

2.3. Ownership and policy Change Control

The Data Privacy Office at SALAMA cooperative owns
this policy document, and will update this document
based on the following:

Every time a legal or regulatory requirement change
occurs to the policy.
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Management and other decision changes that may
affect this document, whether directly or indirectly.

At a minimum, this policy should be reviewed/updated
annually.

2.4. Applicable Laws and Regulatory Compliance
Requirement

Data
Protection Law and other relevant data management

This policy adheres to the KSA Personal

and data protection regulations, this has been

designed to establish a baseline standard for the

processing and protection of Personal Data by

SALAMA.
Compliance to applicable laws and regulations shall be
provided by the Compliance Department of SALAMA.

2.5. Effective Date of Policy
The policy is effective from the date of its approval by
Data Management Steering Committee.

3. Principles of Data Processing

SALAMA shall adheres to the following principles in
day-to-day practices when processing Personal Data.
These principles form the foundation of our data
protection practices and are designed to ensure that
Personal Data is handled legally, fairly, and
transparently.

3.1. Lawfulness, Fairness, and Transparency

Personal Data shall be collected and processed
lawfully, fairly, and transparently in relation to the
data subject. This means that Personal Data collection
and processing activities must have a valid legal basis,
must be conducted in a way that respects the rights
and interests of the data subject, and must be
transparent so that data subjects understand how
their data is being used. All Personal Data collection
and processing activities must be reviewed to ensure
they have a valid legal basis under the KSA PDPL.
Privacy notice must be provided to data subjects to
ensure transparency in data processing practices.
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3.2. Purpose Limitation

Personal Data shall be collected for specified, explicit,
and legitimate purposes and not further processed
incompatible with those purposes. This ensures that
Personal Data is only used for the purposes for which
it was originally collected and that any further
processing is aligned with those purposes.

All Personal Data collection activities must have clearly
defined purposes that are communicated to data
subjects at the time of collection. Any changes to the
purposes of data processing must be documented and
communicated to the data subjects.

3.3. Data Minimization

Personal Data shall be adequate, relevant, and limited
to what is necessary in relation to the purposes for
which it is processed. This principle ensures that only
the minimum amount of Personal Data necessary to
achieve the processing purposes is collected and used.

Data collection forms and processes must be designed
to collect only the Personal Data necessary for the
specified purposes. Regular audits should be
conducted to ensure compliance with the data
minimization principle.

3.4. Accuracy

Personal Data shall be accurate and, where necessary,
kept up to date. Inaccurate or outdated Personal Data
must be corrected or deleted without delay. This
principle ensures the integrity and reliability of
Personal Data. Processes must be in place to regularly
review and update Personal Data. Data subjects
should be provided with the means to update their
Personal Data or request corrections if inaccuracies
are identified.
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3.5. Storage Limitation

Personal Data shall be kept in a form that permits
identification of data subjects for no longer than is
necessary for the purposes for which the Personal
Data is processed. Once the data is no longer needed,
it must be securely deleted or destroyed as per the
defined data retention schedules.

3.6. Integrity and Confidentiality

Personal Data shall be processed to ensure
appropriate security, including protection against
unauthorized or unlawful processing and against
accidental loss, tampering, modification, destruction,
or damage, using appropriate technical or
organizational measures.

IT and Cyber Security departments must implement
robust security measures to protect Personal Data.
This includes encryption, access controls, regular
security assessments, and incident response
protocols.

3.7. Accountability

SALAMA shall be responsible for and able to
demonstrate compliance with these principles. This
principle emphasizes the importance of being able to
provide evidence of compliance with data protection
laws and regulations.

The Data Privacy Office must maintain comprehensive
records of all Personal Data processing activities,
including data protection impact assessments (DPIAs),
privacy notices, consent forms, and data breach
reports. Regular audits should be conducted to ensure
compliance and accountability.

4. Legal Basis for Processing

Under the KSA PDPL, Personal Data must be processed
based on one or more legal grounds. SALAMA
recognizes the importance of establishing a valid legal
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basis for all Personal Data processing activities. The
following legal bases may be used:

4.1. Consent Based

Consent is one of the primary legal basis for processing
Personal Data. Personal data can be processed with
implicit consent. Explicit consent for automated
decisions, sensitive and credit data or the explicit
consent of a guardian in the case of children or
individuals lacking legal capacity, is required before
processing their Personal Data unless another legal
basis applies.
necessary to send our marketing communications

For example, consent might be
about available offers and services, and explicit to

process a child's medical policy.

4.2. Performance of Contract

Personal Data may be processed if it is necessary for
the performance of a contract to which the data
subject is a party, or in order to take steps at the
request of the data subject prior to entering into a
contract. This legal basis applies when Personal Data
processing is required to fulfill contractual obligations.
Contracts and agreements with data subjects must
have clearly outlined the purposes for which Data
Subject Personal Data will be processed. Any Personal
Data collected for the performance of a contract must
be limited to what is necessary to fulfill the contractual
obligations.

4.3. Legal Obligation

Personal Data may be processed if it is necessary for
compliance with a legal obligation to which the
SALAMA is subject. This legal basis applies when the
SALAMA is required to process Personal Data to
comply with laws, regulations, or court orders.

SALAMA must
obligations that require the processing of Personal

identify and document all legal

Data. Compliance with these obligations must be
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regularly reviewed and updated to reflect changes in
laws and regulations.

4.4. Vital Interests

Personal Data may be processed if it is necessary to
protect the vital interests of the data subject or
another natural person. This legal basis applies in
Data
necessary to protect someone's life or health.

situations where Personal processing is

SALAMA must assess the necessity of processing
Personal Data based on vital interests on a case-by-
case basis. Data subjects should be informed of the
processing as soon as possible, and the processing
should be limited to what is necessary to protect their
vital interests.

4.5. Legitimate Interests

Personal Data may be processed if it is necessary for
the purposes of the legitimate interests pursued by
the SALAMA or a third party, except where such
by the
fundamental rights and freedoms of the data subject.

interests are overridden interests or
This legal basis allows for flexibility in processing
Personal Data for legitimate business purposes.

SALAMA must conduct a legitimate interest
assessment (LIA) to balance the SALAMA's interests
with the rights of the data subject. The LIA must be
documented, and the processing must be limited to

what is necessary to achieve legitimate interests.

5. Data Subject Rights

As per the PDPL Data Subjects have rights to exercise.
SALAMA can follow the Data Subject Rights Procedure
and committed to execute the below rights applicable
to Data Subjects:

zby.:dl dduasl! 4.4

Lgal wlhaall dlazd Bygyo 3 0F13] duaseadl Ol dodlan @5 U3
A V! B Sl Geladl e gadany 53T jasead of wlldl colal
Lo pascs Ao 9l Bl Llesd D)9 duaseidl GUL! dodlas lgd 4S5

e 2y duasa)l Gl Al 8o euds A i e com
UL Gloual BN o i e D> S ol e Digemd) llaall
39 Lo e Aol el OF Comg eySan By (81 (B dndlaaly dusascsd|

Agal pgllas dilexd (5)9,40

a.c_g_).."b.dl dlaol! 4.5

Tladl (1Y Gygmo s 06 13] duasadl Olldl dxdlae @b 43
o A Y sl (B Byl ol dodlus 38y gl (aud I dsgydnell
Ll Dbyadly Bl of @Whasll UM (o plaedl oda jolad el
Ol dlas (B Bgpall SN wludl s oy (ULl Cobal
g i Ayl (21,£Y duasadl

gl Guixt) (LIA) degyienl) Zbasl) wuds cly] dod 8,80 Lle oz
dolian)l ol 3855 o bl cobo B>y Aol 4S54 wlas ow
Aladl i) G130 90 bo Lle dodlacd) i O G cds gyl

A g yénall

dpaseid! Sl Oluol 3gé> 5.

Bz bl Oluol giaky (PDPL) duaseid! Glldl Lla> allad adg
daaidy platYly Sl ol Bga> sl Lol daddd Say dusylas
(bl Olousl e dadasll AW G il

ISSUE NUMBER

2 PAGE 11 of 27

Confidential




Confidential

Type
Requests

The Right to Be
Informed

Description

Data Subjects have the right to be
informed about the collection
and use of their Personal Data,
including the purposes of the
data processing, the legal basis
for processing, and the rights of
the data subject. SALAMA must
ensure that data subjects are
provided with clear and
accessible information, typically
through privacy notices or similar
means.

If Personal Data is collected from
third parties, SALAMA shall notify
the data subject within 30 days. A
more detailed explanation of the
legal basis for processing shall
also be provided, specifying when
consent is optional or mandatory.

The Right to
Access
Personal Data

Data Subjects have the right to
request and obtain access to their
Personal Data held by SALAMA.
This includes the right to know
whether their data is being
processed and to receive a copy
of their Personal. SALAMA must

provide a process for data
subjects to submit access
requests, and these requests

must be fulfilled within the time
limits specified by the PDPL.

The Right to
Request
Access to

Personal Data

Data Subjects have the right to
request that their Personal Data
be provided in a structured,
commonly used, and readable
format. SALAMA must ensure
that Personal Data is provided in
a format that allows the data
subject to reuse it or transmit it
to another data controller.

If the request is made repeatedly
and  requires  unreasonably
extraordinary efforts by SALAMA,
therefore, SALAMA may request

02hEl A3 (3 Loy cgaldseinly duasad! ogilly
dxllanll gl pladly bl dxdlae
Byt pod O o bl Colo By
doeply Ologlam ULl Glwol Wes deduw
Chlas] U e Bole ded) Jpogl oS

AL low val.wjgi o guasdl

o (A Blbl e duaseid) Ol ez @313
Ogat B bl oo Hlas] A 8y e
ol Sy 18T 7 18 @l o LS a2 30
dadlgall OS5 (e WS pe dadlael) Jgilall

Agal3)] of dylis

plall 3>

el JI dsegll b obldl Clwed 3
Jyaxly dods Sy g adis () duasead)
COE 13 b Apae b @l eld Jados Jlgds
or Axad e Jsandly dadlaall 43 gl
255 Ade B8 e s dmasadl ogilly
Wyl b @uad olldl ClusY ddec
Lo3ll 390l gaat L lllall 0d uls g

) ol s I

i3 Igallay Of duasead! Gbldl OlbusY 3
phseiw] daslig delaie diuay duaseid! wgillo
Y JST oM as).w Py .B;b.E.,U dblag
obal mowy Gradn duasidl OULII o485
S 4> J) @i gl Lgolasotl Bolel @bl
RO P JEE

8 g cllang ) )Sie o cllall @uds @5 13)
97 cdadlur 85yt Ui (1o Jghine it S doole
Sl wigs Agine B gay) (b Of dadlas 45,20
Auaseid) 0gibly o ewdy UL

b 3>
Jgsaxl!

bl
o

Sl meonal b bkl OlbueY 32
295 0 o AasSe)l pue ol daBul jut duyaseid]
) S OlusY Bpéile ddas dodlw dSpi
351 audl OF oy duasad] @@illy muouas

oldlall oda oLy d)y9d Olely

b 3>

TS
AT
oy

egbly B gl Of Glldl ClesY (3
Sl 02hEW Lygpe 055 Y bis duasall
Ol el o 13 3T L@.L>T %) G
2o Joladll Oloss ddlw a8y e oy L dxBdlge
B s ol Sy bl ) wldb

Al Aty ULl lo

By
R
s

ISSUE NUMBER

PAGE 12 of 27

Confidential




Confidential

areasonable fee for providing the
Data Subjects with a copy of their
Personal Data.

The Right to
Request

Correction of
Personal Data

Data subjects have the right to

request the correction of
inaccurate or incomplete
Personal Data. SALAMA must

provide a straightforward
process for data subjects to
request the rectification of their
Personal Data and must ensure
that these requests are acted
upon promptly.

The Right to
Request

Destruction of
Personal Data

Data subjects have the right to
request the destruction of their
Personal Data when it is no
longer necessary for the
purposes for which it was
collected or if the data subject
withdraws consent. SALAMA
must ensure that data
destruction requests are handled
securely, and the data subject
must be informed of the outcome
of their request.

The Right to
Withdraw
Consent  for
Personal Data
Processing

Data subjects have the right to
withdraw their consent for the
processing of their Personal Data
at any time. SALAMA must follow
a process for submitting
withdrawal requests, and upon
receipt, all processing based on
consent must cease immediately.

The Right to
Submit
Complaints

Data Subjects have the right to
submit complaints regarding the
processing of their Personal Data.
SALAMA must follow clear
procedures for handling
complaints, and all complaints
must be addressed promptly and
transparently.
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6. Data Processing Activities

SALAMA engages in a variety of data processing
activities, all of which are governed by this policy. To
ensure compliance with the KSA PDPL, SALAMA is
committed to maintaining detailed records of all
Personal Data processing activities.

6.1 Record of Processing Activities (RoPA)

SALAMA maintains a Record of Processing Activities
(RoPA) that documents all Personal Data processing
activities, including, but not limited to the purposes of
processing, categories of data subjects, types of
Personal Data, recipients of the data, and any
international data transfers.

All departments must contribute to the accuracy and
completeness of the RoPA by providing detailed
information about their data processing activities
including the filled RoPA Template with each
processing activity documented into it.

6.2 Privacy Impact Assessment (PIA) and Data

Protection Impact Assessments (DPIAs)

Before any new data processing activities, product,
system that may pose a high risk to the rights and
freedoms of data subjects, SALAMA conducts PIA and
as applicable to identify and mitigate any potential
risks.

It must be conducted in accordance with KSA PDPL
guidelines, and the findings must be documented and
reviewed by the Data Privacy Office. Measures must
be implemented to mitigate any identified risks before
proceeding with the processing activity, product,
system.

6.3 Consent Management

Consent is a critical component of the SALAMA's
approach to Personal Data processing. SALAMA is
committed to ensuring that consent is obtained in a
manner that is compliant with the KSA PDPL and that
data subjects are fully informed of their rights at the
time of consent collection.
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Consent must be freely given, specific, informed, and
unambiguous. SALAMA must provide data subjects
with clear, accessible information about the purposes
of the processing, the legal basis for the processing,
and the rights of the data subject. Consent should be
obtained before any data processing takes place
unless another legal basis for processing applies.
SALAMA shall follow a Consent Management
Procedure which details the steps related to consent
management.

6.4 Handling Special Categories of Data

Certain categories of Personal Data, such as sensitive
Personal Data, minors' data, and data relating to
deceased persons, require special protection under
the KSA PDPL.

6.4.1 Sensitive Personal Data

Sensitive Personal Data includes information related
to racial or ethnic origin, religious beliefs, political
opinions, health data, genetic data, and biometric
data. Processing of such data is subject to stricter
requirements.

Sensitive Personal Data may only be processed with
the explicit consent of the data subject or under other
legal grounds specified by law, such as for health or
safety reasons.

SALAMA must follow enhanced security measures,
including encryption and access controls, when
processing sensitive Personal Data.

Any sharing of sensitive data must be approved by the
Data Privacy Office and strictly limited to authorized
personnel.

6.4.2 Health Data

Health data is a subset of sensitive Personal Data and
must be handled with extreme care, particularly if
processed for purposes related to employment,
insurance, or medical services.
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Health data must only be processed for purposes, such
as providing healthcare services, managing health
insurance claims, or complying with health and safety
regulations.

SALAMA must limit access to health data to authorized
personnel and ensure that health data is stored
securely.

Data subjects must be informed of how their health
data will be processed, and explicit consent must be
obtained where required by law.

6.4.3 Credit Data

Credit data, including bank account details, financial
history, credit scores, and policy and claims
information, is highly sensitive and must be protected
from unauthorized access or misuse.

SALAMA shall process Credit Data in a manner that
ensures the preservation of the privacy of Data
Subjects and protects their rights.

SALAMA must implement strict access controls and
security measures to protect credit data from
unauthorized access, including encryption and multi-
factor authentication if possible.

Credit data may only be shared with third parties, such
as financial institutions or credit agencies, with the
explicit consent of the data subject or as required by
law.

6.4.4 Handling Personal Data for Vulnerable

Individuals and Minors

Personal Data of minors and individuals lacking legal
capacity requires additional protection. SALAMA is
committed to ensuring that the rights of these
individuals are respected and that their data is
processed in accordance with the law.

Consent for processing the Personal Data of minors
(those under 18 years of age) must be obtained from
a parent or legal guardian.
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Data subjects lacking legal capacity, such as those
under guardianship, must have their data processed
with the consent of their guardian or legal
representative.

Privacy notices aimed at minors must be written in a
language and format that is easy to understand.

6.4.5 Deceased Persons’ Data

Deceased persons Personal Data have the same legal
rights as living individuals, their Personal Data must be
handled with respect and confidentiality, particularly
where it may affect the rights of living relatives or
beneficiaries.

Personal Data related to deceased persons must be
retained for as long as necessary to fulfill legal or
contractual obligations, such as resolving legal claims.

Data related to deceased persons must be securely
disposed of once it is no longer required, in line with
SALAMA's data storage and retention policy.

SALAMA must ensure that any requests related to the
data of deceased persons, such as from legal heirs, are
handled in accordance with applicable laws.

6.5 Personal Data for Marketing Usage

Personal Data with the exception of sensitive data may
be processed for marketing purposes, if it is collected
directly from the Data Subjects, and his/her
agreement is obtained with applying the PDPL
advertising and  awareness-raising  provisions
concerning marketing.

7. Technical and Organizational Measures
7.1 Security Measures

SALAMA shall implement a range of security measures
to protect Personal Data, including:

e Access Controls: Access to Personal Data
is restricted to authorized personnel only.
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Access levels are determined based on the
principle of least privilege, ensuring that
employees have access to the data
necessary for their role, and no more.

e Encryption: Personal Data must be
encrypted both in transit and at rest to
protect it from unauthorized access.

e Cybersecurity Controls : Such as firewalls,
periodic malware scans and anti-virus
protection to reduce the likelihood of
personal data leakage and to identify
vulnerabilities.

e Data Minimization: Only collecting and
retaining the Personal Data necessary for
the provision of its services, reducing the
risk associated with excessive data
storage.

e Physical Security: Physical access to data
centers and storage facilities is strictly
controlled, with surveillance systems and
access logs maintained at all times.

e Incident Response Plan: Devolving
incident response plan that outlines the
procedure to be followed in the event of a
Personal Data breach.

All employees, contractors, and third-party processors
are required to adhere to the SALAMA’s security
protocols and report any security incidents or
vulnerabilities immediately to the Cyber Security
Department and Data Privacy Office.

7.2 Privacy by Design and Default

SALAMA shall implement technical and organizational
measures, from the start at the earliest stages of the
design of the processing operations, to safeguard
privacy and Personal Data Protection principles and
ensure the protection of Data Subjects rights as per
the SALAMA's privacy by design policy.

e Salama shall adopt a Privacy by Design and
Default  approach, taking  privacy
requirements into account throughout
the lifecycle of systems and processes.
This includes:
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Considering Data Privacy at the
requirements and design stages of any
new process, system, or data collection.
Integrating appropriate technical and
organizational measures to protect
Personal Data, such as pseudonymization,
encryption, access controls, etc.

Ensuring privacy settings are set to
maximum by default and that only data
necessary for each specific purpose is
collected.
Conducting Data
Assessments for
activities.
Documenting  measures
demonstrate compliance.
SALAMA shall always ensure that Personal
Data is processed with the highest privacy
protection, so that by default Personal
Data is only accessible to concerned
individuals. SALAMA shall implement
required mechanisms for ensuring that, by
default, only those Personal Data are
processed which are necessary for each
specific purpose of the processing and are
especially not collected or retained
beyond the minimum necessary for those
purposes.

Prior to engaging in new activities or
implementing, updating, or purchasing
new technologies, SALAMA shall consider
the impact and risks these actions may
have on the privacy of the Data Subject
through performing risk assessments and
conducting a Data Privacy Impact
Assessment (DPIA), where required.
SALAMA shall prioritize privacy-friendly
technical or organizational solutions
whenever possible, considering the
specific risks for the Data Subjects’ rights,
freedoms, and safety, while balancing the
technological possibilities with the
financial costs.

Protection Impact
high-risk processing

taken to
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7.3 Email and Document Management

SALAMA shall manage all emails and documents
containing Personal Data in a way that ensures
compliance with the rules outlined in this policy,
particularly to avoid using multiple copies of
documents containing Personal Data, and the safe
storage and/or destruction of documents. SALAMA
retains the discretion to adopt additional rules as
necessary.

e To ensure the documents and emails are
classified as per Data Classification Policy.

e To ensure security of Personal Data
contained in emails and documents,
SALAMA shall:
Use secure email protocols and
encryption for external emails containing
Personal Data.

e Include confidentiality notices in emails.

e Manage document access permissions
based on job roles.

e Store Personal Data only in secure
locations with backup.

e Dispose of documents containing
Personal Data securely, e.g., using
shredders.

7.4 Restriction on Copying of Official Documents

All official data is the property of SALAMA and
unauthorized copying, or distribution is prohibited.
Data may only be used for the purposes outlined in the
privacy policy and that copying for other purposes is
not allowed.

e SALAMA shall clearly outline the
consequences for unauthorized copying,
including disciplinary actions, legal
repercussions, and potential termination
of employment or contracts.

o SALAMA shall establish and follow
monitoring mechanisms to track access
and copying of data. Regular audits should
be conducted to ensure compliance with
data usage policies.
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8. Data Sharing and Disclosure

Data sharing and disclosure is a part of day-to-day
business process requirements. SALAMA must share
or disclose personal data in accordance with
applicable laws and regulations and as per SALAMA
Data Sharing Policy and Data Privacy Guidelines.

9. Data Retention, Disposal, and Transfer of Personal

Data
9.1 Retention Periods

Personal Data will only be retained for as long as
necessary to fulfill the purposes for which it was
collected, or as required by applicable laws and
regulations. SALAMA shall establish retention
periods for various types of Personal Data, which
are documented in a Data Storage and Retention
Policy.

e FEach department is responsible for
ensuring that Personal Data is retained in
line with the Salama’s Data Storage and
Retention Policy.

e The retention schedule must be reviewed
annually by the Data Privacy Office to
ensure compliance with any changes in
legal, regulatory, or business
requirements.

e SALAMA will notify data subjects of the
retention periods for their Personal Data
as required by law, typically in privacy
notices or at the point of data collection.

9.2 Secure Disposal of Personal Data

Once the retention period for Personal Data has
expired, or when Personal Data is no longer
required for the purpose for which it was
collected, SALAMA shall securely dispose of the
data as per Secure Disposal Standard and Personal
Data Destruction guidelines (Data Privacy
Guidelines) in a manner that ensures it cannot be

recovered or misused.
e Paper-based records containing Personal
Data must be shredded, incinerated, or
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disposed of securely through a certified
third-party disposal service.

e Electronic data must be securely erased
using appropriate data destruction
software  or  physical  destruction
techniques to ensure it cannot be
recovered.

e Backup data must also be securely
deleted, and any remaining Personal Data
must be anonymized or pseudonymized
where necessary for archival purposes.

9.3 Data Transfers Within KSA

SALAMA shall only transfer Personal Data within the
Kingdom of Saudi Arabia when it is necessary to fulfill
the purposes for which the data was originally
collected, or for legitimate business operations. All
internal transfers must adhere to strict data protection
standards.

e Transfers of Personal Data between
departments or subsidiaries within KSA
must be logged, and access controls must
be applied to ensure that only authorized
personnel can access the data.

e Datatransfer agreements must be in place
between entities to safeguard the
Personal Data being shared.

9.4 Data Transfers Outside KSA

SALAMA shall only transfer Personal Data outside
of KSA if one of the following conditions is met:

e The destination country ensures an
adequate level of data protection as
determined by the Competent Authority.

e The transfer is necessary for the
performance of a contract or at the
request of the data subject.

e Appropriate safeguards are in place, such
as binding corporate rules or standard
contractual clauses.

e The Legal Department, in collaboration
with the Data Privacy Office, must review
and approve all international data
transfers.
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e Before any transfer, a Data
privacy/protection risk assessment and
other assessments must be conducted to
ensure that adequate protection for
Personal Data is provided in the
destination country.

e Where required, the data subject must be
informed, and their explicit consent
obtained before their Personal Data is
transferred outside of KSA.

9.5 Third-Party Vendor Management

SALAMA works with third-party vendors, suppliers,
and service providers who may process Personal Data
on its behalf. It is critical that all third-party vendors
comply with the SALAMA's data protection standards
and KSA PDPL requirements.

9.5.1 Vendor Due Diligence and Contracts

Before engaging a third-party vendor that will process
Personal Data, SALAMA must conduct due diligence
such third party data protection risk assessment to
ensure that the vendor has appropriate data
protection measures in place. A legally binding
contract covering personal data protection law
requirements must be in place with every vendor that
processes Personal Data on behalf of the SALAMA.

The Legal Department must ensure that all third-party
vendors sign a contract covering personal data
protection law requirements before any Personal
Data is shared. The contract must outline the roles and
responsibilities of the vendor and the SALAMA, as well
as the security measures the vendor must implement
to protect the Personal Data.

The SALAMA will conduct regular audits and
assessments of third-party vendors to verify
compliance with data protection requirements.
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9.5.2 Third-Party Vendor Audits

SALAMA shall periodically audit third-party vendors to
ensure they adhere to the data protection standards
outlined in the contract. If any vendor fails to comply,
corrective measures must be taken immediately, and
the vendor relationship may be terminated.

Vendors must provide evidence of compliance with
data  protection policies, including security
certifications and audit reports.

The Data Privacy Office, in collaboration with the IT
Department, must schedule and conduct regular
audits of third-party processors.

If a vendor is found to be non-compliant, they must
implement corrective actions within a specified time
limit.

10. Personal Data Breach

SALAMA endeavors to protect Personal Data to the
best of its abilities. Despite its best efforts, technical or
organizational security could be breached by accident
or intentionally, and this may result in the
confidentiality, integrity, or availability of Personal
Data being compromised. SALAMA shall follow a
Personal Data Breach Management Procedure which
details the response process in case of Personal Data
breaches.

11. Automated Decision-Making and Profiling

SALAMA may use automated decision-making and
profiling technologies in its operations. These
processes involve the use of algorithms to make
decisions based on Personal Data without human
intervention. Such processes are regulated under KSA
PDPL, and SALAMA is committed to ensuring
transparency and fairness in their use.

11.1 Use of Automated Decision-Making

Automated decision-making is used by the SALAMA in
certain business processes, such as creditworthiness
assessments, personalized marketing. Data subjects
must be informed if their data will be subject to
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automated processing unless there is legitimate
interest such as fraud detection etc, and they must be
given the right to opt-out or request human
intervention.

e Automated decision-making processes
must be designed and reviewed to ensure
they do not negatively impact the rights of
data subjects.

e Data subjects must be notified before any
automated decisions are made that
significantly affect them, and they must be
given the option to request human review
of the decision.

e SALAMA must implement safeguards to
ensure that any biases or inaccuracies in
the automated systems are minimized.

11.2 Profiling and Its Use

Profiling refers to the automated processing of
Personal Data to evaluate certain personal
characteristics of an individual, such as behavior,
preferences, or performance. SALAMA may engage in
profiling for marketing purposes, risk assessments, or
customer segmentation.

e Profiling activities must be transparent,
and data subjects must be provided with
information about the logic involved in
profiling and its potential consequences.

e SALAMA must ensure that profiling is only
conducted where necessary and with
appropriate safeguards in place to protect
the data subject's rights.

e Data subjects must be able to opt-out of
profiling activities related to direct
marketing.

12. Exceptions and Approval

Any exceptions to this policy should be approved by
the Data Privacy Officer as first level of approval, in
consultation with the Compliance department and
other relevant stakeholders. Final approvals to any
amendments to the Privacy policies will be given by
the Governance.
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13. Monitoring of Legal / Regulatory Developments

Compliance department will be responsible to
communicate any updates in the existing Data Privacy
legal / regulatory requirements to all the respective
staff members in coordination with Data Privacy
Officer. The Data Privacy Office, in coordination with
the Legal Department, shall monitor relevant laws,
regulations, court decisions and guidance from data
protection authorities to identify required changes to
this policy. The policy shall be updated as needed to
maintain compliance.

14. Internal Audit

An internal audit shall be conducted periodically be
SALAMA Internal Audit Department along with Data
Privacy Officer. Internal audit shall report the results
of this audit to Business Data Owners, Data
Governance, Audit Committee, and any other
respective stakeholder.

The Internal Audit Department shall periodically
review compliance with this policy and report findings
to senior management. Audits may include:

e Review of privacy policies, procedures,
and documentation

e Evaluation of privacy controls and security
measures

e Compliance checks for Data Subject rights,
breach notification, international
transfers, etc.

e Review of
programs

training and awareness

Any gaps identified shall be remediated under the
oversight of the Data Privacy Officer.

15. Review and Evaluation

The SALAMA Privacy Policy shall be reviewed at the
time of any major change(s) in the existing
environment affecting privacy policies and procedures
or every year, whichever is earlier. This document shall
be reviewed by the privacy office in consultation with
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privacy champions and will be approved by the Data ddaxrlyell ddos e O e
Privacy Office. Aol dlid! Oldlatie ddlad i3 @
The review process shall involve: B8 g5 g Ao garasel] daaSy)l SISV RCHS PR WES S
e Evaluation of the effectiveness of current Budal Glulaadl bl es @
policy requirements dodsadll Olouol g ysladll o

e Analysis of privacy KPIs and audit findings
e Incorporation of new best practices
e Stakeholder consultation
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